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GOVERNANCE • AUDITS • IT SECURITY

«ISO 27001: 2013 LEAD 
IMPLEMENTER» CERTIFICATION

DAY 1
Introduction to the concepts of Information Security Management 
Systems (ISMS), as defined in the ISO/IEC 27001 standard;  
initiating an ISMS
 
DAY 2
Planning the implementation of the ISMS in compliance  
with ISO/IEC 27001
 
DAY 3
Implementing an ISMS in compliance with ISO/IEC 27001
 
DAY 4
Controlling, monitoring and measuring the ISMS and ISMS 
certification audit in compliance with ISO/IEC 27001
 
DAY 5
Certification exam

ISO CERTIFICATION DESCRIPTION AND DURATION

«ISO 27001: 2013 LEAD AUDITOR» 
CERTIFICATION 

DAY 1
Introduction to the concepts of Information Security Management 
Systems (ISMS), as defined in the ISO/IEC 27001 standard
 
DAY 2
Planning and initiating an ISO/IEC 27001 audit
 
DAY 3
Conducting an ISO/IEC 27001 audit
 
DAY 4
Concluding and following up on an ISO/IEC 27001 audit
 
DAY 5
Certification exam
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«PECB - ISO 27005 RISK MANAGER» 
CERTIFICATION

DAY 1
Introduction to the risk management program  
based on ISO/IEC 27005
 
DAY 2
 Identifying, assessing, evaluating, treating, accepting, communicating 
and monitoring risk according to ISO/IEC 27005
 
DAY 3
General overview of other methods of information security risk 
assessment and exam

«PECB – ADVANCED MEHARI» 
CERTIFICATION 

DAY 1
Starting a risk assessment with the MEHARI method
 
DAY 2
Assessing vulnerabilities and risk according to the MEHARI method 
 
DAY 3
Security planning according to MEHARI & Exam

«RISK ASSESSMENT WITH EBIOS» 
CERTIFICATION

DAY 1
Conducting a risk assessment with EBIOS
 
DAY 2
Concluding a risk assessment with EBIOS
 
DAY 3
Workshop with case studies and EBIOS exam

GOVERNANCE • AUDITS • IT SECURITY
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ISO CERTIFICATION DESCRIPTION AND DURATION



«ISO 9001: 2008 LEAD AUDITOR 
QUALITY MANAGEMENT SYSTEM» 
CERTIFICATION

DAY 1
Introduction to the concept of Quality Management Systems (SMQ)  
as defined by ISO 9001
 
DAY 2
Planning and initiating an ISO 9001 audit
 
DAY 3
Conducting an ISO 9001 audit
 
DAY 4
Concluding and following up on an ISO 9001 audit
 
DAY 5
Certification exam

«ISO 22301 LEAD IMPLEMENTER 
BUSINESS CONTINUITY MANAGEMENT 
SYSTEM» CERTIFICATION

DAY 1
Introduction to the concepts of Business Continuity Management 
Systems (BCMS), as defined by ISO 22301; Initiating a BCMS
 
DAY 2
Planning a BCMS in compliance with ISO 22301
 
DAY 3
Implementing a BCMS in compliance with ISO 22301
 
DAY 4
Controlling, monitoring and measuring a BCMS and BCMS 
certification audit in compliance with ISO 22301
 
DAY 5
Certification exam
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ISO CERTIFICATION DESCRIPTION AND DURATION



«ISO 24762 IT LEAD DISASTER 
RECOVERY» CERTIFICATION 

DAY 1
Introduction to disaster recovery
 
DAY 2
Risk assessment and reduction for disaster recovery
 
DAY 3
Disaster recovery planning and infrastructure
 
DAY 4
Disaster recovery performance and assessment
 
DAY 5
Certification exam

«ISO 27002: 2013 – LEAD MANAGER» 
CERTIFICATION

DAY 1
Introduction to the concepts of Information Security Management 
Systems (ISMS) and the ISO 27002 standard
 
DAY 2
 Implementing information security measures related to human 
resources, asset management and access control 
 
DAY 3
Implementing information security measures related to cryptography, 
physical and environmental security, operations and the network
 
DAY 4
Implementing information security measures for systems, supplier 
relationships, incident management, continuity and compliance
 
DAY 5
Final exam
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ISO CERTIFICATION DESCRIPTION AND DURATION



«ISO 27035 LEAD SECURITY INCIDENT 
PROFESSIONAL» CERTIFICATION

DAY 1
Introduction to the incident management framework based on the 
ISO/IEC 27035 standard
 
DAY 2
Planning the implementation of the organization’s incident 
management process according to the ISO /IEC 27035 standard
 
DAY 3
Implementing an incident management process
 
DAY 4
Monitoring, measuring and improving an incident management 
process
 
DAY 5
Certification exam

«ISO 28000 SUPPLY CHAIN SECURITY 
MANAGEMENT» CERTIFICATION 

DAY 1
Introduction to the concept of Supply Chain Security Management 
Systems (SCSMS), according to the requirements of ISO 28000; 
initiating an SCSMS
 
DAY 2
Planning an SCSMS based on the ISO 28000 standard
 
DAY 3
Implementing an SCSMS based on the ISO 28000 standard
 
DAY 4
Controlling, monitoring and measuring an SCSMS and SCSMS 
certification audit
 
DAY 5
Certification exam
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ISO CERTIFICATION DESCRIPTION AND DURATION



«ISO 31000 LEAD RISK MANAGER» 
CERTIFICATION 

DAY 1
Introduction to risk management according to the ISO/IEC 31000 
standard 
 
DAY 2
Understanding the risk management framework
 
DAY 3
Detailed presentation on risk management processes
 
DAY 4
Risk identification, analysis, assessment and treatment
 
DAY 5
Certification exam

«ISO 37500 LEAD OUTSOURCING 
MANAGER» CERTIFICATION  

DAY 1
Fundamental outsourcing principles and concepts. Main objective: 
Ensure that the “Certified Outsourcing Manager” candidate is able 
to understand, interpret and illustrate the main concepts and best 
practices related to outsourcing
 
DAY 2
Outsourcing best practices. Main objective: Ensure that the “Certified 
Outsourcing Manager” candidate is able to understand, interpret and 
give advice on the implementation and management of outsourcing 
projects and contracts
 
DAY 3
Creating and implementing a governance structure for outsourcing. 
Main objective: Ensure that the “Certified Outsourcing Manager” 
candidate is able to plan the implementation of an effective 
outsourcing management process  

(Continued on the next page)
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ISO CERTIFICATION DESCRIPTION AND DURATION



«ISO 37500 LEAD OUTSOURCING 
MANAGER» CERTIFICATION  

DAY 4
The outsourcing supply chain life cycle. Main objective: Ensure that 
the “Certified Outsourcing Manager” candidate is able to understand 
and et manage each step of the outsourcing project and make sure 
that the important details are taken into account according to ISO 
37500 standard guidelines
 
DAY 5
Certification exam

«ISO 38500 LEAD CORPORATE 
GOVERNANCE MANAGER IT» 
CERTIFICATION

DAY 1
Introduction to IT governance and the ISO 38500 standard
 
DAY 2
Strategy and acquisition
 
DAY 3
Performance and risk management 

DAY 4
Resource, compliance and human behaviour management

DAY 5
Certification exam

    TRAINING CATALOGUE | PAGE 8

GOVERNANCE • AUDITS • IT SECURITY

ISO CERTIFICATION DESCRIPTION AND DURATION
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Writing security policies and guides

Writing security warnings, exemptions and change requests.

Categorizing information assets.

Establishing authority registers.

Establishing a business continuity plan (BCP)

Key performance indicators (KPI) 

Creating security and IT architecture that takes legal, human, organizational  
and technological processes into account.

Establishing an IT contingency plan

SUPPORT AS PART OF A PERSONALIZED 
CONSULTING SERVICE.
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PDCA

Risk analysis

Asset management and processes

Roles and responsibilities (RACI)

Licence management and processes

Implementing visual management

WebTrust 2 standard compliance audit

Social engineering

Security audit based on the ISO 27002 standard

Protecting personal information and control

IT security trainer (awareness)

SUPPORT AS PART OF A PERSONALIZED 
CONSULTING SERVICE.



EDUCATE YOUR 
EMPLOYEES ABOUT 
INFORMATION 
SECURITY

390 Chemin du Domaine Martel, 
Saint-Prime, Quebec, Canada G8J 0A4
T : +1.418.932.4412
info@gasti.ca
www.gasti.ca

24 De la Concorde Blvd. East, Suite 101
Laval, Quebec, Canada H7G 4X2  
T : +1.450.662.8700 
F : +1 450.662.0525 
info@baracci.com
www.baracci.com

CONTACT US


